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CVBERSECURITY IN FINAHBIAL SERVICES
(HYBRID MODE)

ISEA PHASE-IIl PROJECT SPONSORED

- o

17.05.2025 To 21.03.2025
17,18 (0ffline), 19-21 (Online)

10 AM- 12 P, 2 PN - 4 P

Inauguration of 5 Day FUP

The 5-day FUP programme has been inaugurated in a delightful way with all the
dignitaries and the host institution conveners and coordinators, indeed with all
enthusiastic participants from all institutions with over 166 in count.

The principal investigator Dr K V Ramana garu has Enlighted the importance of
the FUP on the burning topic Cybersecurity in Financial services. He has narrated the
importance of the Project ISEA PHASE-IIl which is a prestigious project granted with lot
of expectations and enrichment to the faculty and scholars.

The spoke institute and host Principal Dr K Appa Rao sir expressed his thanks to
the Rector JNTUK, Kakinada Dr K V Ramana sir for choosing the institute to empower
faculty through the FUP.

The Session speaker, Sri Ram Kumar, Project Manager, Aditi Software has
expressed his gratitude for electing as a resource person for this event. He has
explained the concepts of Blockchain, its role & impact on the financial sector. He has
provided the hands on session on how blockchain works and its flow with fundamental
setup.
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Sri Lakireddy Jayaprakash Reddy, USA,
Honorary Chairman, LBRCE

Sri Lakireddy Prasad Reddy, USA,
Chairman, LBRCE

Sri.G.Srinivasa Reddy,

President, LBRCT

PRINCIPAL INVESTIGATOR -

e Dr.K.V.Ramana
Rector, JNTUK, Kakinada

Dr.K.Appa Rao,

Pr|n0|pal, LBRCE

e Dr.B.Ramesh Reddy,
Vice Principal, LBRCE

¢ Dr.M.Srinivasa Rao,
Dean Academics, LBRCE

Dr.0.Rama Devi,

Professor & HoD of AI&DS
e Dr.S.Jayaprada,

Professor & HoD of CSE(AI&ML)
e Dr.A. Adisesha Reddy,

Professor & HoD of MBA
COORDINATORS ﬂH

e K.Sudhakar, Sr.Asst.Professor, AI&DS

» K.Venkatesh, Sr.Asst.Professor, AI&DS

* R.Chiranjeevi, Asst.Professor, CSE(AI&ML)

e Y.Kranthi Kumar, Asst.Professor, CSE(AI&ML)
e Dr.0.Naresh, Asso.Professor, MBA

e K.Ravi Kiran Yasaswi, Asst.Professor, MBA
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Dr. Ramesh Babu Battula
Associate Professor

Dept. of Computer Engineering,
MNIT, Jaipur. Jharkhand

Dr. E. Suresh Babu
Assistant Professor, Sr.Grade-I

Department of CSE, NITW
Warangal, Telangana

Dr.N.Vijayraj Organized by ﬁ
Prof

Head, Dept.of CSE, JNTUK KAKINADA
School of Computing, VelTech,

Chennai,Tamil Nadu. 8
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Reddy College of Engineering (LBRCE) was

Lakireddy Bali

founded through Lakireddy Bali Reddy Charitable Trust in 1998 by
eminent philanthropist and NRI Entrepreneur Sri Lakireddy Bali
Reddy, a Chemical Engineer by qualification. Since the inception,
LBRCE aims at co-creating value-based technical excellence,
which ultimately leads to the development of the rural area where

the college is situated. Lakireddy Bali Reddy College of

Engineering (LBRCE), approved by AICTE and affiliated to JNTUK,
Kakinada is an Autonomous Institution since 2010 and has been
accredited by NAAC with 'A’ Grade (3.20 / 4 in Cycle-2), NBA (ASE,
CE, CSE, IT, ECE, EEE, & ME) under Tier-l and ISO 21001:2018,

14001:2015, 50001:2018 Certified.
PARTICIPANTS N

Research scholars & PG
Scholars of the AICTE approved institutions and
Industry Personnel

o Attendance is mandatory

e All participants  will
participation

e Follow the updates in WhatsApp Group

REGISTRATION =

o Register Here:
https://faas.isea.app/formview/FDP20250313EOGH

o Registration Fee: FREE

« Registration Last Date: 16.03.2025

o Accommodation, TA for 3rd AC ticket fare will be
provided to outside participants.

e The faculty members,

receive the certificate of

ADDRESS FOR COMMUNICATION =

K.Sudhakar,Dept of AI&DS,LBRCE
Email: ksudhakar@lbrce.ac.in,
Phone: +91-9010503595

OBJECTIVES =

e Understand the Fintech Ecosystem and Key Technologies
o« Master Blockchain Fundamentals and Applications

o Explore Digital Banking Transformation

e Analyze Cryptocurrency Markets and Tokenization

e Evaluate Smart Contracts and Decentralized Finance (DeFi)

ABOUT FUP i

Fintech, short for financial technology, has revolutionized

the financial services industry by introducing innovative
solutions that enhance efficiency, accessibility, and customer
experience. One of the most transformative technologies in
this space is blockchain. Blockchain technology, with its
decentralized and immutable ledger system, offers
unparalleled security and transparency, making it an ideal fit
services. It enables secure and efficient

for financial

transactions, reduces the need for intermediaries, and
minimizes the risk of fraud. By leveraging blockchain, fintech
companies can offer services such as peer-to-peer lending,
digital identity verification, and cross-border payments with
greater speed and lower costs.

The integration of blockchain in financial services has also
given rise to decentralized finance (DeFi), a system that allows
for direct transactions between parties without the need for
traditional financial intermediaries. DeFi platforms utilize
smart contracts to automate and enforce agreements,
ensuring trust and transparency in financial transactions. This
has opened up new opportunities for financial inclusion,
allowing individuals and businesses in underserved regions to

access financial services. This FUP focuses on key concepts

of Fintech & Blockchain technology balancing theoretical
concepts with practical applications and curriculum
development guidance.

FUP OUTCOME ]

e Enhanced Understanding of Fintech and Blockchain:

o Practical Knowledge of Blockchain Applications:

Insights into Digital Banking and Payments: .

e Comprehensive Knowledge of Cryptocurrencies and
Tokenization:

o Skills in Smart Contracts and DeFi:

5 - DAY SCHEDULE B

« Day 1: Foundations of Fintech and Block chain

o Morning Session:
= [ntroduction and Program Overview
= Evolution of Financial Technology
= Blockchain Fundamentals
o Afternoon Session:
= Pedagogical Approaches for Teaching Fintech
= Hands-on Workshop: Blockchain Basics
= Day 1 Reflection and Discussion
o Day 2: Digital Payments, Banking, And Cryptocurrency
o Morning Session:
= Digital Payments Revolution
= Digital Banking Transformation
o Afternoon Session:
= Cryptocurrency Fundamentals
= Hands-on Workshop: Digital Currencies
= Day 2 Reflection
o Day 3: Smart Contracts, DeFi, And Enterprise Block chain
o Morning Session:
= Smart Contracts and Decentralized Applications
= Decentralized Finance (DeFi)
o Afternoon Session:
= Enterprise Blockchain Applications
= Hands-on Workshop: Smart Contracts
= Day 3 Reflection
o Day 4: Fintech Innovation, Regulation, And Security
o Morning Session:
= Emerging Fintech Innovations
= Regulatory Technology and Compliance
o Afternoon Session:
= Cybersecurity in Fintech and Blockchain
= Hands-on Workshop: RegTech and Security
= Day 4 Reflection
o Day 5: Curriculum Development and Future of Fintech
o Morning Session:
= Designing Fintech and Blockchain Curricula
= Future Trends in Fintech and Blockchain
o Afternoon Session:
= Collaborative Curriculum Development Workshop

= Program Conclusion and Action Planning

» Certification and CIosinﬁ
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Sri Ram Kumar, Project Manager, Aditi Software,
Hyderabad Speech

Dr.K.V.Ramana, Rector, INTUK, Kakihada and
Principal Investigator of the programme speech




DAY -1 [OFFLINE] [

Mr.R.Kumar |
Project Manager

Aditi Software, Hyderabad. |
Telangana. |

The topics discussed during the first day of the workshop

« Day 1: Foundations of Fintech and Block chain ”
o Morning Session: H
= Introduction and Program Overview ”
= Evolution of Financial Technology ”
= Blockchain Fundamentals |
o Afternoon Session:
= Pedagogical Approaches for Teaching Fintech
= Hands-on Workshop: Blockchain Basics [

= Day 1 Reflection and Discussion [

GALLERY |

Sri Ram Kumar sir during the hands on session Sri Ram Kumar sir being felicitated by the I
Convenors of the FUP H




DAY-II [OFFLINE]

Dr. E. Suresh Babu

Assistant Professor, Sr.Grade-|

Department of CSE, NITW
Warangal, Telangana

The Session speaker, Dr.E. Suresh Babu, Asst.Professor, Sr. Grade-l, NIT Warangal has
expressed his gratitude for electing as a resource person for this event. He has explained the
concepts of Blockchain, Cryptocurrency Fundamentals and Digital Banking Transformation. He has
provided the hands on session on how Wallet setup instructions and Transaction verification steps.

Topics discussed during the second day of the workshop

. Day 2: Digital Payments, Banking, And Cryptocurrency
o Morning Session:
= Digital Payments Revolution
= Digital Banking Transformation
o Afternoon Session:
= Cryptocurrency Fundamentals
= Hands-on Workshop: Digital Currencies

Day 2 Reon

ey

Mylavaram, Andhra Pradesh, India
Pjxm+f9f, Mylavaram, Andhra Pradesh 521230, India

Lat 16.748656° Long 80.633429°

18/03/2025 11:08 AM GMT +05:30




DAY-III [ONLINE]

Dr. Ramesh Babu Battula
Associate Professor

Dept. of Computer Engineering,

& | MNIT, Jaipur.

The Session speaker, Dr. Ramesh Babu Battula, Associate Professor, Department of Computer
Science & Engineering, MNIT Jaipur, Rajastan, has expressed his gratitude for electing as a resource
person for this event. He has explained the concepts of Smart Contracts, DeFi, Documentary credit
process and Enterprise Blockchain. He has provided the hands on session on how simple contract
creation steps, Testing and deployment process.

Topics discussed during the Third day of the workshop

o Morning Session:
o Smart Contracts and Decentralized Applications
o Decentralized Finance (DeFi)
« Afternoon Session:
o Enterprise Blockchain Applications
o Hands-on Workshop: Smart Contracts
o Day 3 Reflection

GALLERY
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A Simple (PBFT-style) PoS Protocol*

Need votes from ; x total number of nodes (1) for finality:

Staked Coins
2
Quorum size = 3% total number of nodes (n)
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epochs
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Camera

Participants

[ Share invite

@ shaik tanveer fathe aha... (Bxternal)

@ PV Kishore Kumar (Extemnal)
@ Krishna Ramya (External)

@ Farheen Mohammad (External)
@ Rajendra Kodamanchili {External)
e johmwesily chappidi (Extemnal)
@ DrBR. Kumar (Fxternal)

@ pawan jakhar (External)

@ Dr.A. Madhuri (External)

@ ramana gurrala (External)

E FUP on Cybersecurity for Financial Services
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* There are n nodes (where n is fixed), one of which is the leader.

* Fora public f, a subset of f nodes is adversarial, and all other nodes are honest
* The leader has an input value 0 or 1.
* Network is synchronous. % =

Byzantine Broadcast Problem: No double

spend
« Agreement: No two honest nodes output different values.

even when the leader

is adversariall!

* Termination: All honest nodes eventually output some value.

Faas v acats oot

« Validity: Leader is honest = All honest nodes output the value input to the leader.
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|| DAY-IV [ONLINE]
I
|I Dr.N.Vijayraj
H e Professor
L Head, Dept.of CSE,

I
" ‘ » School of Computing, VelTech,
" i Chennai, Tamil Nadu.
I
I
I The Session speaker, Dr.N.VijayaRaj, Professor, Department of Computer Science Engineering,
I Vel Tech Rangarajan Dr.Sagunthala R&D Institute of Science and Technology. He has expressed his
I gratitude for electing as a resource person for this event. He has explained the concepts of Fintech
I Innovation, Regulation and Security. He has provided the hands-on session on various security issues.
I Topics discussed during the Fourth Day of the Workshop
I
I e Morning Session:
I o Emerging Fintech Innovations
I o Regulatory Technology and Compliance
I e Afternoon Session:
I o Cybersecurity in Fintech and Blockchain
H o Hands-on Workshop: RegTech and Security
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Dr. Rajendra Pamula |
Associate Professor |

Department of CSE, IIT (ISM) |
Dhanbad, Jharkhand. [

The Session speaker, Dr. Rajendra Pamula, Associate Professor, Department of Computer
Science & Engineering, Indian Institute of Technology (IIT), Dhanbad, Jharkhand. He has expressed |
his gratitude for electing as a resource person for this event. He has explained the concepts of Quantum |
Cryptography, Al in Cyber security, Security updates and levels, Fintech and Blockchain Curricula. |

Topics discussed during the Fifth Day of the Workshop [
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| e Morning Session:

| o Designing Fintech and Blockchain Curricula

) o Future Trends in Fintech and Blockchain

| e Afternoon Session:

| o Collaborative Curriculum Development Workshop |
) o Program Conclusion and Action Planning |
: o Certification and Closing |
I
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I
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IMPORTANCE OF ANDROID SECURITY I

« Sensitive Data Storage: Smartphones store a wealth of sensitive data, ”
including: :
o Passwords and credentials for online accounts. ”

= Banking and financial information (e.g., credit card details, payment ”
apps). |

© Personal phatos, videos, and messages. ”

o Location data from GPS and apps. ”
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Types of Permissions ”

s Normal Permissions (Automatically Granted)
o Low-risk permissions that don't impact user privacy. ”
o Examples: :
= INTERNET  Access the internet. ”
= VIBRATE Use device vibration.
e Dangerous Permissions (User Approval Needed) ”
o High-risk permissions affecting user privacy or security. :
< Examples: <, H

= READ_CONTACTS Access contacts.
= ACCESS_FINE_LOCATION  Track precise location. ”

= RECORD_AUDIO  Use microphone. :
= Special Permissions (System-Level Access) ”

o Require explicit user approval in system settings.
o Examples: ”

= SYSTEM_ALERT_WINDOW  Display overlays on the screen.
= WRITE_SETTINGS  Modify system settings. ”

=
O @® 3617 = &&= ® D) /B [ - ”
Chat People Raise React View More Camera Mic Share.
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How Google Play Protect Works? ”
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| = App Scanning & Malware Protection ”

= Scans apps before installation from the Play Store. ’

|‘ = Regularly checks installed apps for harmful behavior. H

I > Warns users about potentially dangerous apps. H

, = Real-Time Threat Detection

I = Uses machine learning & Al to detect suspicious activities. ”

> Continuously updates its malware database.
| > If a malicious app is detected, it is automatically removed. ”
* Safe Browsing Protection :

| = Warns users about harmful websites in Google Chrome. ”
-~ Blocks phishing attempts and fraudulent sites. :

| = Find My Device Feature H

| = Allows users to locate, lock, or erase their device if lost. |
=~ Works with Google account integration. ‘
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APPLICATIONS

Browser

APPLICATION FRAMEWORK

Window View
Manager System

LIBRARIES ANDROID RUNTIME

Surface Manager SQLite Core Libraries

Media
Framewark

OpenGL [ ES FreeType WebKit Maehine
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VALEDICTORY |

The programme aimed to enhance the teaching methodologies, research |
capabilities, and professional skills of faculty members across various |
disciplines. |

Overview of the Programme |

The programme featured distinguished resource persons and subject |
matter experts who delivered insightful sessions on various key topics. |
Throughout the event, participants engaged in interactive workshops, |
hands-on training, and panel discussions, which provided valuable |
learning experiences. |
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Feedback from Participants |
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I The participants expressed their gratitude for the well-structured |
| programme, emphasizing its relevance and effectiveness. Many |
| appreciated the engaging sessions and the opportunity to learn from
: esteemed experts. Constructive feedback was received, which will help ‘“
| improve future training initiatives. II
|

| Valedictory Session Highlights I
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The valedictory session was graced by the chief guest Dr.K.V. RAMANA |
garu, Rector, JNTU Kakinada, who delivered an inspiring speech on the |
significance of continuous learning and faculty updation. The session |
also included a summary of the key takeaways from the programme, |
followed by a distribution of certificates to participants and vote of |
thanks. |
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IMPACT ANALYSIS:

e To upgrade faculty knowledge in emerging subject areas.

o To improve teaching methodologies and student engagement strategies.
« To enhance research skills and interdisciplinary collaboration.

o To integrate technology into teaching practices.

Conclusion

The Faculty Updation Programme has been an enriching experience,
fostering knowledge-sharing and skill enhancement among faculty
members. The insights gained from this programme will undoubtedly
contribute to improving academic excellence and research capabilities.
We look forward to organizing similar events in the future to continue
this journey of learning and development.
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